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1. diggniunego] / 9i90InIuKeo;]
< guvnsudznaull:

- diegruurdiSuinfyarduies e (eouSariusiiudo)
- Internet (SaudimidSN1w299 3a0

- Fortinet Firewall

- Core Switch

- Server

- Media Converter

2. warunnussusajneoy / Au § vt / diggnauces
% guvnevdineul:
- Media Converter

- Access Switch Layer 2
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2.2 axiufiegw 293 negontintulag way ndaw (Foe)
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(flegiwarmaday Aulnsutiia Wy nego) 08 WigaunSeutugmafiv Ineua
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o (23 1 1 ¥ 2l as ' o a & E g ot i o «
Qvduteioge gosrigruinnoniivdumaciigniingutdegoetorsniazdudaou
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A ' v & o &
Qedunriiotd Tnediggnengugdensy wz Software (91:

- Server
- OS: Ubuntu 20.04.6 LTS

- Software Monitering: Librenms
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g u s QN T Fortinet Fortigate 15 th 0%
i 23 ¥6.4.4,b0101803,201209 (GA} -8 0
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X
1 ne 3 Bt 146
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’ bps Yow bps 8 ¥ax
ooy Eln L&k L%k #in 3 k
Bits/sec Bout 1.6k 8ot Sk b4k 90,40k
savanrakhet 1.038 | Total 166,438 (In 154.2088 Out
1warl W Port Speed 1 Ghps W Port Speed 1 Ghgs

sugung 05 : lufinmuguzneucéisgie (NOC)

negogdintutal aay nwdsn, udSmudndsnsy. 3l 021316600, (Sutg WWW.dgc.gov.la 5




IV. Quearejnguensuasiuisgiewindn
< diggniunzgo] / di9goinuieoy

aln | Ssuzney QWRLBI0 Spec DU
1 | Internet deRzueIn0ItoBUEAINWE | Internet : crunorwfsgNLBoSy | NUnaoTUto
(Intranet) waw Swliclin (Internet) | |niranet: 100Mbps 1?8 G-Net %ncﬁcﬁcﬂwﬂc‘wnéuﬁu
Wit Au § ngudia / weeunnay & 220 ot AoUELTE
9989916209 / viggnaucley
2 Firewall cUuaUmsncé*suﬁ?zﬂucﬁsa'ﬂg Fortigate 60 F wUugUzneuRte
290U 8INInNWNIN (8101 | . Hardware plus 24x7 Suaantagnauty
Ay, Mdyduazdudegfiunaut=ud ForiCare and EortiGuard NQelJegZus
znpﬂj‘cacﬁmﬂmuusn Ry F99 Unified Threat Protection ’»imom;]lyajmn
tXumg Routing, giag Policy (UTP) gjﬂﬁﬂUCUU?ﬂTﬁf
N lgaeludSmn waz O5nay , Sanmunatggmiio
N a—— - Firewall Throughput : 10/10/6 39
(Intranet); Cops
- Concurrent Sessions (TCP) :
700,000
- IPsec VPN Throughput (512
byte packets) : hput (512 byte
packets) : 6.5 Mbps
- Maximum Number of
FortiAPs (Total / Tunnel
Mode) : 30/10
- Interfaces : 2x GE RJ45
WAN Ports/ 5x GE RJ45
Internal Ports
- Wireless Interface 802.11
al/b/g/n/ac-W2
3 Cisco cUugUrneuriafincdumag VLAN C3850-24XS [acdurieg Module
Switch 24 | tBeutiazmdeg dunansgoy / diey  |e  Device Type SFP diducBauh
port dmwccaonﬁmﬂ iiu a UljUC;ﬁ'l / Switch — 24 ports — L3 — se Fiber Optic
Z.ng:nmnssuanccaog /6183 | managed — stackable - ccgﬂ'az’ann(éiuﬁu
e Enclosure Type Desktop, naudagondod)
rack-mountable 1U
e Subtype 10 Gigabit
Ethernet
o Ports 24 x 1 Gigabit / 10
Gigabit SFP+
e Performance Switching
capacity: 640 Gbps
iStacking bandwidth: 480
Gbps
e (Capacity IPv4 routes:
24000 } NetFlow entries:
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48000 | Switched virtual
interfaces (SVIs): 1000 |
Virtual interfaces (VLANs):
4000

e MAC Address Table Size
32000 entries

e Jumbo Frame
Support9198 bytes

o Routing Protocol  1S-IS,
RIP-1, RIP-2, IGMPv2,
IGMP, IGMPv3, policy-
based routing (PBR),
RIPng, MLDv2, MLD

e Remote Management
Protocol SNMP 1,
RMON 1, RMON 2, Telnet,
SNMP 3, SNMP 2¢, TFTP,
SSH, CLI

e Authentication Method
Kerberos, Secure Shell
(SSH), RADIUS,
TACACS+

e Features DHCP
support, ARP support,
Syslog support, PIM
snooping, Multiple
Spanning Tree Protocol
(MSTP) support, DHCP
snooping, Dynamic
Trunking Protocol (DTP)
support, Port Aggregation
Protocol (PAgP) support,
Trivial File Transfer
Protocol (TFTP) support,
Access Control List (ACL)
support, Quality of Service
(Q0S), SSH support,
Virtual Route Forwarding-
Lite (VRF-Lite), Uni-
Directional Link Detection
(UDLD), Rapid Per-VLAN
Spanning Tree Plus
(PVRST+), Shaped Round
Robin (SRR), Link
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Aggregation Control
Protocol (LACP), Remote
Switch Port Analyzer
(RSPAN), Energy Efficient
Ethernet, Virtual Routing
and Forwarding (VRF),
Cisco StackWise-480
technology, Cisco
StackPower technology,
Flexible NetFlow (FNF),
802.1x authentication,
radio resource
management (RRM), ARP
inspection, Weighted Tail
Drop (WTD), VLAN
Trunking Protocol (VTP),
Bridge protocol data unit
(BPDU), Control plane
protection (CoPP)
Compliant Standards IEEE
802.3z, IEEE 802.1D,
IEEE 802.1Q, IEEE
802.1p, IEEE 802.3x, IEEE
802.3ad (LACP), IEEE
802.1w, IEEE 802.1x,
IEEE 802.1s

RAM 4 GB

Flash Memory 4 GB
Status Indicators Port
transmission speed, port
duplex mode, power,
system, active, status

4 | Server dr3uBotistusans uBnou CPU: 2 Sockets, 4 Core ugmdneudiy
gurneaudiegae (NOC) Memory: 4GB 8utu.
Disk Space: 40 GB
5 Media 8t8e0d Fiber Optic m1 aelazan | Multimode Sytdnusdagonuay
converter ganruUfioNg
% AU § agucii / diegnaucdes / werunnauds usiyeeos
Aln é‘gU:neu ABATOINQULNSY Spec oUIBIN
1 Cisco wUugUsneurialincdumag VLAN 2960X-24PS 00U Port wlugy
Switch Goudaundy tunanegoy / dieg  |e  Product Code WS- cIUNIUSimonfiody

Janauegoy m1 Au § ngudia /

C2960X-24PS-L
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diegnaucdey / wemunnaugeusay
€203

e Enclosure Type Rack-
mountable - 1U

o Feature Set LAN Base

e Uplink Interfaces 4 x 1G
SFP

e Ports 24 x Ethernet
10/100/1000 Gigabit ports

e Available PoE Power
370W

e Maximum stacking
number 8

e Stack bandwidth 80G

e Forwarding Bandwidth
108Gbps

e Switching Bandwidth
216Gbps

e RAM 512MB

e 2Flash Memory 128MB

e Dimensions 44.5 cm x
36.8cm x4.5cm

Package
o Weight 10.65 Kg
Media %8o.08) Fiber Optic ;1 tefazan | Multimode 89 tdnusdgonuay
9oncuUfioN
Converter

UIBNN: QVLDINC1197) TUUKILINUERIUMT FUIImININGIne.
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